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The purpose of the article is to study the legal nature of cyberbullying, analyze the current legislation
of Ukraine and international experience in the field of combating cyberbullying, as well as develop
recommendations for improving the legal regulation of this phenomenon.

Research methods. The study used the formal-legal method — to analyze the regulatory legal acts
of Ukraine; the comparative-legal method — to compare Ukrainian legislation with the legislation of the EU,
the USA and Canada, the systemic method — for a comprehensive study of cyberbullying as a socio-legal
phenomenon, the method of legal analysis — to determine the legal nature and features of the legal regulation
of cyberbullying; the generalization method — to form conclusions and proposals; the modeling method — to
develop recommendations for improving the legislation of Ukraine, analysis of judicial and law enforcement
practice — to assess the effectiveness of the implementation of current legal norms.

Results. The article examines the legal nature of cyberbullying as one of the most dangerous forms of violence
in the digital space, which has become a challenge for national legal systems in the 2 1st century. With the growth
of digital communication, social networks, instant messaging platforms and video content, the number of cases
of aggressive behavior aimed at humiliating, harassing, discrediting or intimidating a person in the online
environment has significantly increased. Of particular concern is the prevalence of cyberbullying among
children, adolescents and young people, who are most vulnerable to negative psychological consequences.
The relevance of the chosen topic is due to several factors: first, the increase in the number of appeals to
law enforcement agencies and educational institutions regarding cases of online bullying; second, the lack
of a clear definition of the concept of «cyberbullyingy in the current legislation of Ukraine; third, insufficient
legal awareness of users about the mechanisms of protection against this type of violence. In this regard,
there is an urgent need not only for a legal understanding of the phenomenon of cyberbullying, but also
for finding optimal ways to improve legal regulation in order to prevent, detect and stop such offenses.
The study is aimed at a comprehensive analysis of the legislative framework that directly or indirectly relates
to cyberbullying, studying foreign experience in the field of preventing cyberbullying and formulating proposals
for improving the legal mechanism for combating this phenomenon in Ukraine. The article clarifies the legal
nature of cyberbullying, outlines the range of socially dangerous acts that can be qualified as cyberbullying,
identifies existing gaps in the current legislation and outlines ways to eliminate them.

Conclusions. The article analyzes the provisions of the Law of Ukraine «On Educationy, the Criminal Code
of Ukraine, the Code of Ukraine on Administrative Offenses, as well as subordinate regulatory legal acts that
regulate liability for cyberbullying and related actions. Attention is also paid to the practice of applying these
norms in national courts and analyzes which digital platforms are most often used as tools for cyberbullying.
The paper conducts a comparative legal analysis of the experience of the European Union, the USA and Canada,
where cyberbullying is recognized as a separate crime and special rules for the protection of victims are
established. The study substantiates the need to establish at the legislative level the definition of the concept
of «cyberbullying» and the introduction of the appropriate composition of an administrative or criminal offense
and the possibility of using the proposed recommendations in the activities of law enforcement agencies, in
the development of draft laws, educational programs and in the development of preventive measures.

Keywords: cyberbullying, psychological violence, digital environment, legal regulation, information security,
legal liability.
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Memoto cmammi € 00CiONHCEeHHS NPABOBOL NPUPOOU KibepOYainey, ananiz YUHHO20 3AKOHOO0ABCMEA
Yrpainu ma miscnapoonozo 0ocsidy y cgepi npomudii’ kibepOyniney, a makoxic po3pooieHHs peKomeHOayiil
U000 B0OCKOHANCHHS NPABOBO2O PE2YNIIOBAHHA Yb02O ABUUA.

Memoou oocnioxycenns. 110 uac 0ocniddicents UKOPUCIAHO HOPMATbHO-IOPUOUHHUL MEMOO — OJi AHA-
T3y HOPMAMUBHO-NPABOBUX AKMI6 VKpaiHu, NOpi6HANbHO-NPABOSUL Memoo — OJia 3ICMABIeHHs YKPAiHCbKO20
zaxonooascmea i3 zaxonooascmeom €C, CILIIA ma Kanaou, cucmemuuii memoo — 075 KOMNIEKCHO20 O0CIi-
0diCeHHs KibepOYiHey K COYIanIbHO-NPABOBO20 ABUWA, MEMOO NPABOBO2O AHANIZY — OJis BUSHAYEHHS NPABOBOL
npupoou ma 0codoIUBOCmeEll NPABo8o2o pecynio8anis Kibepoyninay, mMemoo y3a2aibheHHs — 0151 PopmyS8aHHs
BUCHOBKIG I NPONO3UYill, Memood MOOEN08AH s — OJisi PO3POONECHHS PEKOMEHOAYIl U000 800CKOHALEHHS.
3aKOHO0A8CmMBEa YKpainu, ananiz cy0osoi ma npago3acmocosHol npaKmuku — st OYIiHKU egheKmueHocmi pea-
AI3ayii YUHHUX NPABOGUX HOPM.

Pezynomamu. Y cmammi 00caiodcyemovcs npagosa npupooa Kibepoyininey sax oOHiel 3 Hallhebesneuni-
wux opm Hacunbemea 6 yugpposoMy npocmopi, o Cmaid GUKIUKOM OJisl HAYIOHATLHUX NPABOBUX CUCTEM
v XXI cmonimmi. 3i 3pocmanHim yughposoi KomyHiKayii, COYianbHux mepeoic, niamgopm oOMiHy MUmmeeumu
NOBIOOMIEHHAMU MA 8i0€OKOHMEHMY 3HAYHO 30LIbUULACA KIIbKICMb 8UNAOKIE A2pecu8HOi N0BeOTHKU, Cps-
MOBAHOI HA NPUHUIICEHHS, Nepecioy8anHs, OUCKpeoumayiio abo 3aiKy8anHs 0codU 8 OHLAUH-CePed0sULYI.
Ocobnuee 3aHeNnOKOEH A BUKIUKAE NOWUPEHICMb KibepOyniney ceped dimetl, niOAimKie ma Monooi, sKi € Hall-
OLnbU 6PA3TUBUMU 00 HE2AMUBHUX NCUXOLOSTUHUX HACAIOKIG.

AxmyanvHicme 06panoi memu 3yMO8IeHA KilbKomMa axmopamu: no-nepuie, 30i1bUeHHAM KilbKOCmi
36epHeHb 00 NPABOOXOPOHHUX OP2AHI8 MA HABYANbHUX 3AKIAI6 U000 8UNAOKI8 OVIiHZY 8 Mepedci, no-opyee,
BIOCYMHICINIO YIMKO20 GU3HAYEHHS NOHAMMS «KIDEPOYIiHeY Y HUHHOMY 3AKOHOO0A8Cmel Yxpaiuu, no-mpeme,
He00CmamHb010 NPABo8oI0 0OI3HAHICMIO KOPUCTYBAUIE NPO MEXAHIZMU 3aXUCMY 8I0 Yb020 BUOY HACUTLCEA.
YV 363Ky 3 yum icHye HaeanbHa nompeba He nuLLe Y NPABOBOMY OCMUCTIEHHI A8UWA KIbepOYIiHaY, d Ul Y NOWYKY
ONMUMATLHUX WLTIAXI8 YOOCKOHANEHHS NPABOBO20 PE2YNIOBAHHA 3 MEMOI0 NONEPEONCEHHS, GUABTIEHHS A NPU-
NUHEHHs MAaKUX NPagonopyuleHb.

Hocnioocenns nanpasnene Ha KOMIAEKCHUL AHANI3 3AKOHO0AGUOI Oa3U, KA NPAMO Yl ONOCEPEOKOBAHO
cmocyemucsl KibepOyniney, augueHHs 3apyoiscHozo 00ceidy y cghepi sanobicanhsa KibepHacuibemsy ma opmy-
JIIOBAHHS NPONO3UYIT WOOO BOOCKOHAIEHHS NPABOBO20 MEXAHIZMY NPOmMudii ypomy asuwy 6 Ykpaini. B cmammi
3’ACYBYEMbCSL NPABO6a Npupooa Kibepoyiiney, OKpecieHHs Kona CYCnilbHO Hebe3neuHux OisiHb, SKi MOJHCYMb
Oymu keanighikosawi K KibepOYIiHe, GUABIEHHS ICHYIOYUX NPOSANIUH ) YUHHOM) 3AKOHOOABCMBI Ma OKPECIeHH S
WIIAXIG IX YCYHEHHS.

Bucnoexu. Y cmammi npoananizosani nonooicenns 3axony Yipainu «llpo oceimyy, Kpuminanvrozo kooexcy
Yxpainu, Kooexcy Yxpainu npo aominicmpamueni npagonopyulents, a maxkodic nio3aKonHi HOpmMamugHo-npa-
8081 aKmul, WO Pe2yoms 8I0N068I0AIbHICIb 3d KibepOynine ma noe szami 3 Hum 0ii. Taxodc npudireno ysazy
NpaKkmuyi 3acmocy8anHs Yux HOpmM y HAYIOHANbHUX CYOaX md NpOaHanizo8ano, SKi yugposi niamgpopmu
Hatuacmiue GUKOPUCTNOBYIOMbC SIK IHCmpymenmu 0Jis KibepoOyniney. B pobomi npogedenuil nopieHsaibHO-npa-
sosull ananiz 0oceidy €eponeticokoco Cowsy, CIIA ma Kanaou, oe kibepOynine 8USHAHO OKPEMUM 3OYUHOM
ma 6Cmano81eno CneyianbHi npasuid 3axucmy JHcepms.

Hocniooicentsn obrpynmyeye HeoOXiOHICMb 3aKpINieHHs HA 3aKOHOOA8YOMY DIGHI GU3HAYEHHS NOHAMMS
«KibepOyniney ma 68edenHs BiON0BIOHO20 CKIAY AOMIHICMPAMUBHO20 AO0 KPUMIHATbHO20 NPABONODYULEHHS]
ma y MOX*CIUBOCHI BUKOPUCMANHSA 3ANPONOHOBANHUX PEKOMEHOaYill ) OIAIbHOCI NPABOOXOPOHHUX OP2AHi6, npU
PO3POOYI 3AKOHONPOEKMIB, OCEIMHIX NPOSPAM MA NPU PO3POOYI NPEEEHMUBHUX 3AX00I8.

Knrouoei cnosa: xibepbynine, ncuxonoeiyne HacuIbCmeo, Yugpose cepedosuiye, NPagose pezyno8anHs,
ingpopmayitina 6e3nexa, OPUOUYHA BIONOBIOATbHICb.

Introduction. In today’s digital society,
the widespread use of Internet technologies,
social media platforms, messaging applications,
and online games has become an integral part
of everyday life, particularly among young people.
Alongside the numerous benefits of digitalization,
new threats have also emerged, one of the most
significant being cyberbullying — a form of psycho-
logical violence perpetrated through information

and communication technologies (ICT). The rel-
evance of this study is driven by the substantial
increase in the number of cyberbullying incidents
in Ukraine, as well as the lack of effective legal
and regulatory mechanisms for its prevention
and counteraction.

Cyberbullying manifests itself in the form
of insults, humiliation, blackmail, and the dis-
semination of false or compromising information
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about an individual through digital platforms. Par-
ticular attention should be paid to cyberbullying
among minors, as it has a detrimental impact on
their mental health, socialization, and educational
process. The proliferation of this phenomenon is
accompanied by significant challenges for law
enforcement practice, including the absence
of specific legislative provisions, difficulties in
identifying perpetrators, and obstacles to col-
lecting and preserving digital evidence (Ministry
of Digital Transformation of Ukraine, 2021).

1. Theoretical and Legal Foundations
of Cyberbullying and Its Legal Regulation in
Ukraine

Cyberbullying is a form of aggressive behavior
carried out through information and communica-
tion technologies (ICT) with the purpose of humili-
ating, intimidating, or inflicting psychological harm
on another individual (Hidenko, 2021: 26). This
phenomenon has become increasingly wide-
spread in the context of the rapid digitalization
of society, particularly among children and young
people. A distinctive feature of cyberbullying is
its continuous nature: unlike traditional bully-
ing, it can persist around the clock regardless
of the victim’s location, affecting virtually every
aspect of their personal life.

At present, Ukrainian legislation does not pro-
vide a separate legal definition of cyberbullying.
However, Article 30-1 of the Law of Ukraine On
Education defines bullying as a form of psycho-
logical violence, including acts committed through
electronic means of communication (Law of Ukraine
«On Education», 2017). Accordingly, cyberbullying
may be regarded as a distinct form of bullying that
occurs exclusively within the digital environment
(Law of Ukraine «On Education», 2017).

This form of violence is perpetrated through
social media platforms, messaging applica-
tions, online forums, email services, video-shar-
ing platforms, online games, and other digital
communication channels. Common manifesta-
tions of cyberbullying include the dissemination
of abusive messages, the publication of false or
compromising information, threats, blackmail,
social exclusion or deliberate ostracism from
online groups, and the creation of fake accounts
intended to discredit the victim. The anonymity
of perpetrators, the rapid dissemination of online
content, and the technical challenges associ-
ated with identifying those responsible create
additional obstacles to the effective prevention
and counteraction of this phenomenon.

Cyberbullying causes significant harm not only
to an individual’s emotional well-being but may
also result in violations of the rights to honor, dig-
nity, and privacy. In some cases, it can lead to
severe mental health disorders, social isolation,
and even suicide attempts. Particularly concern-
ing is the fact that victims often do not seek assis-
tance, either because they perceive doing so as
a sign of weakness or because they are una-
ware of the legal nature of the offense committed
against them (Korniychenko, 2021).

Moreover, cyberbullying may be perpetrated
either by an individual or collectively, where

abusive conduct is carried out by a group of indi-
viduals. As a result, the informational pressure
exerted on the victim intensifies, leading to even
more severe consequences. In practice, nega-
tive content targeting an individual is often not
only created but also disseminated by other users
within digital communities, making the problem
multidimensional and considerably more difficult
to address through legal mechanisms (Korni-
ychenko, 2021).

Thus, cyberbullying constitutes a complex
socio-legal phenomenon that requires a com-
prehensive approach to its study, prevention,
and effective legal response (Korniychenko,
2021). The distinctive characteristics of this form
of misconduct lie in the interplay of technical, psy-
chological, and legal dimensions, which compli-
cates its identification, investigation, and proof
under the existing legislative framework. Con-
sequently, cyberbullying requires not only com-
prehensive legal conceptualization but also leg-
islative reform aimed at providing a precise legal
definition and establishing clear mechanisms for
holding perpetrators accountable.

At present, Ukrainian legislation does not con-
tain a separate legislative act that comprehen-
sively regulates the prevention and counterac-
tion of cyberbullying (Chumak, Tsebinoha, 2018).
Nevertheless, a number of legislative acts include
provisions that directly or indirectly address this
phenomenon. The principal legal instrument is
the Law of Ukraine On Education, which, in 2019,
formally introduced the term bullying and estab-
lished its legal definition. Pursuant to Article 30-1
of this Law, bullying is defined as systematic con-
duct aimed at humiliating an individual’s dignity
or inflicting psychological or physical violence,
including acts committed through electronic
means of communication (Law of Ukraine «On
Education», 2017).

Under this Law, liability for bullying may be
imposed on students, their parents or legal guard-
ians, teaching staff, and the administration of edu-
cational institutions. The legislation provides for
administrative fines as a sanction for such mis-
conduct, as well as the possibility of entering rel-
evant information into the Unified Register of Pre-
Trial Investigations in cases where the conduct
exhibits the elements of a criminal offense.

The Code of Ukraine on Administrative
Offenses has also been supplemented by Arti-
cle 173-4 (Code of Ukraine on Administrative
Offenses, 1984), which establishes administra-
tive liability for bullying. The sanctions include
the imposition of a fine or community service,
with more severe penalties applicable in cases
of repeated offenses. However, the legislation
does not recognize cyberbullying as a distinct
form of bullying, which creates significant chal-
lenges in law enforcement practice. In practice,
identifying, proving, and holding accountable
individuals who engage in online harassment is
considerably more difficult than in cases involving
offline violence.

Ukrainian criminal legislation may also
be applied in cases of cyberbullying where
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the perpetrator’s conduct constitutes a criminal
offense. For example, Article 129 of the Crim-
inal Code of Ukraine may be invoked in cases
involving threats of murder or threats to cause
harm to a person’s health or property. Article
182 of the Criminal Code of Ukraine applies to
the unlawful collection, storage, or dissemina-
tion of confidential information. Where an individ-
ual’s conduct amounts to incitement to suicide,
Article 120 of the Criminal Code of Ukraine may
be applicable (Criminal Code of Ukraine, 2001).
It should be noted, however, that these provisions
are invoked only in the most serious cases, where
the consequences are clearly criminal in nature.

Judicial practice concerning cyberbullying in
Ukraine remains limited. In most cases, incidents
are classified under the general legal provisions
governing bullying without distinguishing their
digital dimension. This highlights the need to
improve the legal approaches to the classification
of such offenses, as well as to provide a more
detailed specification of the defining character-
istics of cyberbullying within the relevant legal
framework. Furthermore, the existing legisla-
tive framework fails to adequately account for
the technical characteristics of the digital envi-
ronment, including perpetrator anonymity, the use
of virtual private networks (VPNs), and tempo-
rary user accounts, all of which complicate both
the collection of evidence and the identification
of offenders (Criminal Code of Ukraine, 2001).

Overall, the Ukrainian legal and regulatory
framework governing cyberbullying remains
at an early stage of development and does not
yet provide an adequate level of protection for
victims of online bullying. There is an urgent need
for a clear legislative definition of cyberbullying,
effective mechanisms for identifying perpetra-
tors, and well-defined legal sanctions. It would
be appropriate to amend the existing legislation
by introducing specific provisions that take into
account the distinctive characteristics of offenses
committed within the digital environment, while
also strengthening cooperation between pub-
lic authorities and digital platforms to ensure
a prompt and effective response to such inci-
dents.

2. Foreign Experience in the Legal
Regulation of Cyberbullying and Challenges
in Counteracting it

Cyberbullying is a global phenomenon,
and many countries have already introduced
appropriate legal mechanisms to address it.
The experience of foreign jurisdictions may
serve as a valuable reference for developing
an effective strategy to prevent and counteract
cyberbullying in Ukraine, as it encompasses not
only legislative measures but also educational
and preventive approaches.

The United States was among the first coun-
tries to recognize cyberbullying as a distinct
legal offense (US State Laws on Cyberbullying.
StopBullying.gov., 2023). In the United States,
the regulation of cyberbullying is primarily gov-
erned at the state level. For example, California,
New York, Florida, and several other states have

enacted specific legislation defining cyberbully-
ing as unlawful online conduct, including acts
committed against minors in educational set-
tings. These laws require educational institutions
to document and respond to incidents of online
bullying, as well as to implement preventive edu-
cational programs for students. In many cases,
perpetrators may be held criminally or adminis-
tratively liable, and their access to certain digital
resources may be restricted as part of the legal
response (US State Laws on Cyberbullying. Stop-
Bullying.gov., 2023).

In Canada, the Protecting Canadians from
Online Crime Act was enacted in 2014 to directly
address cyber-enabled violence and related
online offenses (NetzDG — Network Enforcement
Act, 2014). The Act establishes criminal liability
for the non-consensual distribution of intimate
images, a measure introduced in response to
the growing prevalence of so-called «revenge
pornography». Canadian legislation also provides
for close cooperation with online service provid-
ers and digital platforms, enabling the prompt
removal of harmful online content (Protecting
Canadians from Online Crime Act, 2014).

Within the European Union, cyberbullying is
addressed primarily in the context of child pro-
tection and digital safety. The European Union
supports the implementation of the Better Internet
for Kids (BIK+) initiative, which aims to create
a safer online environment for children (European
Commission, 2025). Many EU Member States,
including Poland, France, and Germany, have
enacted specific legislation or introduced amend-
ments to their criminal codes to criminalize online
harassment, insults, defamation, and other forms
of cyberbullying.

For example, in Poland, Article 190a
of the Criminal Code establishes criminal liability
for stalking, including conduct carried out through
online means (NetzDG — Network Enforcement
Act, 2017). The law also authorizes courts to
prohibit offenders from contacting victims in any
manner, including via the Internet. In Germany,
the Network Enforcement Act (NetzDG), which
entered into force in 2018, requires social media
platforms to respond promptly to complaints
regarding unlawful content by removing mani-
festly illegal material within 24 hours of receiving
a complaint (NetzDG — Network Enforcement Act,
2017). Failure to comply with these obligations
may result in substantial financial penalties.

International practice demonstrates that effec-
tive prevention and counteraction of cyberbully-
ing require not only robust legislative measures
but also educational initiatives and the active
involvement of digital platforms in responding
to users’ complaints. Many countries have also
established national helplines, informational web-
sites, and online counseling services for children,
parents, and educators to provide guidance,
support, and assistance in addressing incidents
of cyberbullying (UN Committee on the Rights
of the Child, 2021).

Thus, foreign experience demonstrates that
the legal regulation of cyberbullying should
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adopt a multi-level approach encompassing
criminal, administrative, and educational meas-
ures. Ukraine may draw upon the best practices
of the European Union Member States and North
American countries while adapting them to its
national legal and social context. The introduc-
tion of a clear legal definition of cyberbullying,
the establishment of liability for digital platforms,
and the implementation of specialized preven-
tive measures constitute essential steps toward
creating a safe and secure digital environment in
Ukraine.

3. Directions for Improving the Legal Reg-
ulation of Cyberbullying in Ukraine

Despite the existence of certain legislative pro-
visions addressing bullying, including its manifes-
tations in the digital environment, the practical
implementation of measures to prevent and coun-
teract cyberbullying in Ukraine continues to face
a number of significant challenges. These difficul-
ties arise from both legal and organizational-tech-
nical factors, which complicate the identification
of perpetrators, the collection and documentation
of evidence, and the imposition of legal liability on
individuals who engage in cyberbullying.

One of the key challenges is the absence
of a clear legal definition of cyberbullying in
Ukrainian legislation (Law of Ukraine «On Edu-
cation», 2017). This legal uncertainty gives rise
to difficulties in the classification of relevant
offenses, as cyberbullying is often conflated with
other forms of digital aggression, such as defa-
mation, stalking, hacking, or the unauthorized dis-
closure of personal information. As a result, law
enforcement authorities generally classify such
conduct under broader legal provisions without
taking into account the distinctive characteristics
of the digital environment.

Another significant challenge lies in the tech-
nical complexity of investigating cyberbullying,
particularly the anonymity of perpetrators (Law
of Ukraine «On Education», 2017). Individuals
who engage in cyberbullying may use fake pro-
files, temporary email addresses, virtual private
networks (VPNs), and other tools designed to
conceal their identities. Identifying such individ-
uals often requires the involvement of cyberse-
curity specialists, as well as cooperation with
the administrators of social media platforms,
messaging services, and other online platforms,
many of which are based outside Ukraine. Con-
sequently, law enforcement authorities face
substantial obstacles in collecting evidence
and establishing the perpetrator’s guilt.

An equally significant challenge is the low level
of legal awareness among victims, as well as
among representatives of educational institutions,
parents, and law enforcement officers. Many indi-
viduals are unaware that they have become vic-
tims of cyberbullying or do not know where to
seek legal or psychological assistance (Hidenko,
2021). Consequently, incidents of cyberbullying
often fail to receive an appropriate response, par-
ticularly in cases involving minors who are reluc-
tant to report abusive behavior. In turn, school
administrations frequently limit their response to

formal procedures or disregard incidents occur-
ring outside the physical premises of the educa-
tional institution, despite their potential impact on
students’ well-being (Law of Ukraine «On Educa-
tion», 2017).

In practice, another significant chal-
lenge is the insufficient coordination among
the public authorities and institutions respon-
sible for responding to cyberbullying, including
law enforcement agencies, education authori-
ties, child protection services, psychologists,
and the courts. The absence of clearly defined
response protocols, specialized response
units, and standardized procedural guidelines
often results in delays in the handling of cases
and leaves victims without effective legal protec-
tion (Korniychenko, 2021).

An additional challenge is the rapid dissem-
ination of harmful content on the Internet. Even
when a timely response is provided, such content
often cannot be completely removed because it
may already have been saved by other users or
redistributed across third-party platforms. This
significantly hinders the full restoration of the vic-
tim’s reputation and further intensifies the psy-
chological harm caused by cyberbullying (Cyber-
bullying — legal response mechanisms, 2021).

Overall, the effective implementation
of the existing legal framework for preventing
and counteracting cyberbullying in Ukraine is hin-
dered by a range of factors, including ambiguous
legal provisions as well as technical and organ-
izational barriers. Addressing these challenges
requires a comprehensive and systematic
approach, including legislative reform, the estab-
lishment of specialized support and response
services, the enhancement of public legal aware-
ness, and strengthened cooperation between
public authorities and digital platforms (Cyber-
bullying — legal response mechanisms, 2021).

In light of the existing shortcomings in the cur-
rent legislative framework and its practical imple-
mentation, there is a clear need to improve
the legal regulation of cyberbullying in Ukraine.
The proposed reforms should be aimed at estab-
lishing a clear legal framework for the protection
of victims while also enhancing the effectiveness
of responses to incidents of cyberbullying (Min-
istry of Digital Transformation of Ukraine, 2021).

First and foremost, it is advisable to intro-
duce a statutory definition of «cyberbullying» as
a distinct legal offense. Such a provision should
reflect the specific characteristics of the digital
environment and encompass the principal forms
of cyberbullying, including online insults, blackmail,
the dissemination of false or confidential informa-
tion, threats, and other forms of online intimida-
tion and harassment. A clear legal definition would
not only promote greater consistency in judicial
practice but also facilitate the uniform application
of the law throughout the country (Cyberbullying —
legal response mechanisms, 2021).

A further step could involve amending
the Code of Ukraine on Administrative Offenses
and the Criminal Code of Ukraine by introduc-
ing specific provisions establishing liability for

Bunyck 3. 2026



Cepisa «IOpuguuni HayKM» @

cyberbullying. The sanctions should be propor-
tionate to the gravity of the offense and may range
from administrative fines and restrictive measures
(such as prohibiting access to certain Internet
resources) to imprisonment in particularly serious
cases where cyberbullying has resulted in severe
psychological or physical harm to the victim (Code
of Ukraine on Administrative Offenses, 1984).

The active involvement of digital platforms,
including social media networks, messaging ser-
vices, and online forums, is of particular impor-
tance within the system for preventing and coun-
teracting cyberbullying. The State should establish
partnership agreements with major online service
providers to facilitate cooperation in combating
digital violence. Such cooperation would enable
the prompt detection and removal of harmful con-
tent, the preservation of digital evidence for investi-
gative purposes, and the restriction or suspension
of perpetrators’ accounts where appropriate (Euro-
pean Commission, 2025).

Furthermore, it is necessary to establish a uni-
fied online reporting system for individuals who
have become victims of cyberbullying. Such
a mechanism should provide users with a sim-
ple and accessible means of reporting incidents,
uploading screenshots and other forms of digital
evidence, facilitating the automated processing
of complaints, and enabling direct communication
with law enforcement authorities. The implemen-
tation of this system would promote a more rapid
and effective response to cyberbullying incidents,
strengthen public confidence in legal protection
mechanisms, and contribute to reducing the inci-
dence of repeated online harassment (US State
Laws on Cyberbullying. StopBullying.gov., 2023).

Preventive measures also play a crucial role
in combating cyberbullying. It is essential to
implement systematic public awareness cam-
paigns and educational programs for children,
parents, teachers, and law enforcement officers
focusing on safe Internet use, the identification
of cyberbullying, and the available mechanisms
for obtaining legal protection (Law of Ukraine
«On Education», 2017). In addition, digital ethics
should be incorporated into school and university
curricula as an integral component of digital citi-
zenship education (UN Committee on the Rights
of the Child, 2021).

The mechanisms for collecting statistical
data and monitoring incidents of cyberbullying
also require further improvement. The availa-
bility of comprehensive and reliable official data
would enable a more accurate assessment
of the scale of the problem, facilitate the identi-
fication of the most vulnerable groups, and sup-
port the development of targeted public policies
and evidence-based preventive measures (Chu-
mak, Tsebinoha, 2018).

In conclusion, a comprehensive improve-
ment of the legislative framework, technical
monitoring mechanisms, international cooper-
ation, and public awareness initiatives consti-
tutes a fundamental prerequisite for the effective
prevention and counteraction of cyberbullying
in Ukraine. The implementation of the proposed

reforms will contribute to strengthening informa-
tion security, enhancing the protection of citizens’
rights, and fostering a safe and secure digital
environment (NetzDG — Network Enforcement
Act., 2017).

Conclusions. The study has demonstrated
that cyberbullying is a complex and multifaceted
phenomenon that has emerged as a conse-
quence of the rapid development of digital tech-
nologies and the globalization of the communica-
tion environment. It poses a significant threat not
only to the psychological well-being of victims but
also to their information security, right to privacy,
and personal honor and dignity. Cyberbullying
is particularly dangerous for children and young
people, who constitute the most vulnerable group
within the digital environment.

The analysis of Ukrainian legislation demon-
strates that the current legal framework contains
only fragmented provisions governing bullying
in general, without distinguishing its digital form.
The absence of a clear legal definition of cyber-
bullying, the fragmented nature of the relevant
legal provisions, the limited body of judicial prac-
tice, the technical difficulties associated with iden-
tifying perpetrators, and the low level of public
awareness constitute the principal factors hin-
dering the effective prevention and counteraction
of this phenomenon.

International experience demonstrates that
the effective prevention and counteraction
of cyberviolence requires not only legislative
reform but also the active involvement of digi-
tal platforms, the implementation of preventive
measures, and the development of comprehen-
sive support systems for victims. Ukraine has
significant potential to draw upon the best prac-
tices of the European Union, the United States,
and Canada and to adapt them to its national
legal and institutional context.

Thus, the effective prevention and counterac-
tion of cyberbullying requires a comprehensive
and systematic approach that integrates legal,
technical, and educational measures. The imple-
mentation of the proposed reforms will contrib-
ute to strengthening digital security, enhancing
the protection of citizens’ rights in the online
environment, and increasing public trust in digital
technologies as an integral component of con-
temporary society.
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