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The purpose of the article is to study the legal nature of cyberbullying, analyze the current legislation 
of Ukraine and international experience in the field of combating cyberbullying, as well as develop 
recommendations for improving the legal regulation of this phenomenon.

Research methods. The study used the formal-legal method – to analyze the regulatory legal acts 
of Ukraine; the comparative-legal method – to compare Ukrainian legislation with the legislation of the EU, 
the USA and Canada; the systemic method – for a comprehensive study of cyberbullying as a socio-legal 
phenomenon; the method of legal analysis – to determine the legal nature and features of the legal regulation 
of cyberbullying; the generalization method – to form conclusions and proposals; the modeling method – to 
develop recommendations for improving the legislation of Ukraine; analysis of judicial and law enforcement 
practice – to assess the effectiveness of the implementation of current legal norms.

Results. The article examines the legal nature of cyberbullying as one of the most dangerous forms of violence 
in the digital space, which has become a challenge for national legal systems in the 21st century. With the growth 
of digital communication, social networks, instant messaging platforms and video content, the number of cases 
of aggressive behavior aimed at humiliating, harassing, discrediting or intimidating a person in the online 
environment has significantly increased. Of particular concern is the prevalence of cyberbullying among 
children, adolescents and young people, who are most vulnerable to negative psychological consequences. 
The relevance of the chosen topic is due to several factors: first, the increase in the number of appeals to 
law enforcement agencies and educational institutions regarding cases of online bullying; second, the lack 
of a clear definition of the concept of «cyberbullying» in the current legislation of Ukraine; third, insufficient 
legal awareness of users about the mechanisms of protection against this type of violence. In this regard, 
there is an urgent need not only for a legal understanding of the phenomenon of cyberbullying, but also 
for finding optimal ways to improve legal regulation in order to prevent, detect and stop such offenses. 
The study is aimed at a comprehensive analysis of the legislative framework that directly or indirectly relates 
to cyberbullying, studying foreign experience in the field of preventing cyberbullying and formulating proposals 
for improving the legal mechanism for combating this phenomenon in Ukraine. The article clarifies the legal 
nature of cyberbullying, outlines the range of socially dangerous acts that can be qualified as cyberbullying, 
identifies existing gaps in the current legislation and outlines ways to eliminate them.

Conclusions. The article analyzes the provisions of the Law of Ukraine «On Education», the Criminal Code 
of Ukraine, the Code of Ukraine on Administrative Offenses, as well as subordinate regulatory legal acts that 
regulate liability for cyberbullying and related actions. Attention is also paid to the practice of applying these 
norms in national courts and analyzes which digital platforms are most often used as tools for cyberbullying. 
The paper conducts a comparative legal analysis of the experience of the European Union, the USA and Canada, 
where cyberbullying is recognized as a separate crime and special rules for the protection of victims are 
established. The study substantiates the need to establish at the legislative level the definition of the concept 
of «cyberbullying» and the introduction of the appropriate composition of an administrative or criminal offense 
and the possibility of using the proposed recommendations in the activities of law enforcement agencies, in 
the development of draft laws, educational programs and in the development of preventive measures.

Keywords: cyberbullying, psychological violence, digital environment, legal regulation, information security, 
legal liability.
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Метою статті є дослідження правової природи кібербулінгу, аналіз чинного законодавства  
України та міжнародного досвіду у сфері протидії кібербулінгу, а також розроблення рекомендацій 
щодо вдосконалення правового регулювання цього явища.

Методи дослідження. Під час дослідження використано формально-юридичний метод – для ана-
лізу нормативно-правових актів України; порівняльно-правовий метод – для зіставлення українського 
законодавства із законодавством ЄС, США та Канади; системний метод – для комплексного дослі-
дження кібербулінгу як соціально-правового явища; метод правового аналізу – для визначення правової 
природи та особливостей правового регулювання кібербулінгу; метод узагальнення – для формування 
висновків і пропозицій; метод моделювання – для розроблення рекомендацій щодо вдосконалення 
законодавства України; аналіз судової та правозастосовної практики – для оцінки ефективності реа-
лізації чинних правових норм.

Результати. У статті досліджується правова природа кібербулінгу як однієї з найнебезпечні-
ших форм насильства в цифровому просторі, що стала викликом для національних правових систем  
у XXI столітті. Зі зростанням цифрової комунікації, соціальних мереж, платформ обміну миттєвими 
повідомленнями та відеоконтенту значно збільшилася кількість випадків агресивної поведінки, спря-
мованої на приниження, переслідування, дискредитацію або залякування особи в онлайн-середовищі. 
Особливе занепокоєння викликає поширеність кібербулінгу серед дітей, підлітків та молоді, які є най-
більш вразливими до негативних психологічних наслідків.

Актуальність обраної теми зумовлена кількома факторами: по-перше, збільшенням кількості 
звернень до правоохоронних органів та навчальних закладів щодо випадків булінгу в мережі; по-друге, 
відсутністю чіткого визначення поняття «кібербулінг» у чинному законодавстві України; по-третє, 
недостатньою правовою обізнаністю користувачів про механізми захисту від цього виду насильства. 
У зв’язку з цим існує нагальна потреба не лише у правовому осмисленні явища кібербулінгу, а й у пошуку 
оптимальних шляхів удосконалення правового регулювання з метою попередження, виявлення та при-
пинення таких правопорушень.

Дослідження направлене на комплексний аналіз законодавчої бази, яка прямо чи опосередковано 
стосується кібербулінгу, вивчення зарубіжного досвіду у сфері запобігання кібернасильству та форму-
лювання пропозицій щодо вдосконалення правового механізму протидії цьому явищу в Україні. В статті 
з’ясувується правова природа кібербулінгу, окреслення кола суспільно небезпечних діянь, які можуть 
бути кваліфіковані як кібербулінг, виявлення існуючих прогалин у чинному законодавстві та окреслення 
шляхів їх усунення.

Висновки. У статті проаналізовані положення Закону України «Про освіту», Кримінального кодексу 
України, Кодексу України про адміністративні правопорушення, а також підзаконні нормативно-пра-
вові акти, що регулюють відповідальність за кібербулінг та пов’язані з ним дії. Також приділено увагу 
практиці застосування цих норм у національних судах та проаналізовано, які цифрові платформи 
найчастіше використовуються як інструменти для кібербулінгу. В роботі проведений порівняльно-пра-
вовий аналіз досвіду Європейського Союзу, США та Канади, де кібербулінг визнано окремим злочином 
та встановлено спеціальні правила захисту жертв.

Дослідження обґрунтувує необхідність закріплення на законодавчому рівні визначення поняття 
«кібербулінг» та введення відповідного складу адміністративного або кримінального правопорушення 
та у можливості використання запропонованих рекомендацій у діяльності правоохоронних органів, при 
розробці законопроектів, освітніх програм та при розробці превентивних заходів.

Ключові слова: кібербулінг, психологічне насильство, цифрове середовище, правове регулювання, 
інформаційна безпека, юридична відповідальність.

Introduction. In today’s digital society, 
the widespread use of Internet technologies, 
social media platforms, messaging applications, 
and online games has become an integral part 
of everyday life, particularly among young people. 
Alongside the numerous benefits of digitalization, 
new threats have also emerged, one of the most 
significant being cyberbullying – a form of psycho-
logical violence perpetrated through information 

and communication technologies (ICT). The rel-
evance of this study is driven by the substantial 
increase in the number of cyberbullying incidents 
in Ukraine, as well as the lack of effective legal 
and regulatory mechanisms for its prevention 
and counteraction.

Cyberbullying manifests itself in the form 
of insults, humiliation, blackmail, and the dis-
semination of false or compromising information 
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about an individual through digital platforms. Par-
ticular attention should be paid to cyberbullying 
among minors, as it has a detrimental impact on 
their mental health, socialization, and educational 
process. The proliferation of this phenomenon is 
accompanied by significant challenges for law 
enforcement practice, including the absence 
of specific legislative provisions, difficulties in 
identifying perpetrators, and obstacles to col-
lecting and preserving digital evidence (Ministry 
of Digital Transformation of Ukraine, 2021).

1. Theoretical and Legal Foundations 
of Cyberbullying and Its Legal Regulation in 
Ukraine

Cyberbullying is a form of aggressive behavior 
carried out through information and communica-
tion technologies (ICT) with the purpose of humili-
ating, intimidating, or inflicting psychological harm 
on another individual (Hidenko, 2021: 26). This 
phenomenon has become increasingly wide-
spread in the context of the rapid digitalization 
of society, particularly among children and young 
people. A distinctive feature of cyberbullying is 
its continuous nature: unlike traditional bully-
ing, it can persist around the clock regardless 
of the victim’s location, affecting virtually every 
aspect of their personal life.

At present, Ukrainian legislation does not pro-
vide a separate legal definition of cyberbullying. 
However, Article 30-1 of the Law of Ukraine On 
Education defines bullying as a form of psycho-
logical violence, including acts committed through 
electronic means of communication (Law of Ukraine 
«On Education», 2017). Accordingly, cyberbullying 
may be regarded as a distinct form of bullying that 
occurs exclusively within the digital environment 
(Law of Ukraine «On Education», 2017).

This form of violence is perpetrated through 
social media platforms, messaging applica-
tions, online forums, email services, video-shar-
ing platforms, online games, and other digital 
communication channels. Common manifesta-
tions of cyberbullying include the dissemination 
of abusive messages, the publication of false or 
compromising information, threats, blackmail, 
social exclusion or deliberate ostracism from 
online groups, and the creation of fake accounts 
intended to discredit the victim. The anonymity 
of perpetrators, the rapid dissemination of online 
content, and the technical challenges associ-
ated with identifying those responsible create 
additional obstacles to the effective prevention 
and counteraction of this phenomenon.

Cyberbullying causes significant harm not only 
to an individual’s emotional well-being but may 
also result in violations of the rights to honor, dig-
nity, and privacy. In some cases, it can lead to 
severe mental health disorders, social isolation, 
and even suicide attempts. Particularly concern-
ing is the fact that victims often do not seek assis-
tance, either because they perceive doing so as 
a sign of weakness or because they are una-
ware of the legal nature of the offense committed 
against them (Korniychenko, 2021).

Moreover, cyberbullying may be perpetrated 
either by an individual or collectively, where 

abusive conduct is carried out by a group of indi-
viduals. As a result, the informational pressure 
exerted on the victim intensifies, leading to even 
more severe consequences. In practice, nega-
tive content targeting an individual is often not 
only created but also disseminated by other users 
within digital communities, making the problem 
multidimensional and considerably more difficult 
to address through legal mechanisms (Korni-
ychenko, 2021).

Thus, cyberbullying constitutes a complex 
socio-legal phenomenon that requires a com-
prehensive approach to its study, prevention, 
and effective legal response (Korniychenko, 
2021). The distinctive characteristics of this form 
of misconduct lie in the interplay of technical, psy-
chological, and legal dimensions, which compli-
cates its identification, investigation, and proof 
under the existing legislative framework. Con-
sequently, cyberbullying requires not only com-
prehensive legal conceptualization but also leg-
islative reform aimed at providing a precise legal 
definition and establishing clear mechanisms for 
holding perpetrators accountable.

At present, Ukrainian legislation does not con-
tain a separate legislative act that comprehen-
sively regulates the prevention and counterac-
tion of cyberbullying (Chumak, Tsebinoha, 2018). 
Nevertheless, a number of legislative acts include 
provisions that directly or indirectly address this 
phenomenon. The principal legal instrument is 
the Law of Ukraine On Education, which, in 2019, 
formally introduced the term bullying and estab-
lished its legal definition. Pursuant to Article 30-1 
of this Law, bullying is defined as systematic con-
duct aimed at humiliating an individual’s dignity 
or inflicting psychological or physical violence, 
including acts committed through electronic 
means of communication (Law of Ukraine «On 
Education», 2017).

Under this Law, liability for bullying may be 
imposed on students, their parents or legal guard-
ians, teaching staff, and the administration of edu-
cational institutions. The legislation provides for 
administrative fines as a sanction for such mis-
conduct, as well as the possibility of entering rel-
evant information into the Unified Register of Pre-
Trial Investigations in cases where the conduct 
exhibits the elements of a criminal offense.

The Code of Ukraine on Administrative 
Offenses has also been supplemented by Arti-
cle 173-4 (Code of Ukraine on Administrative 
Offenses, 1984), which establishes administra-
tive liability for bullying. The sanctions include 
the imposition of a fine or community service, 
with more severe penalties applicable in cases 
of repeated offenses. However, the legislation 
does not recognize cyberbullying as a distinct 
form of bullying, which creates significant chal-
lenges in law enforcement practice. In practice, 
identifying, proving, and holding accountable 
individuals who engage in online harassment is 
considerably more difficult than in cases involving 
offline violence.

Ukrainian criminal legislation may also 
be applied in cases of cyberbullying where 
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the perpetrator’s conduct constitutes a criminal 
offense. For example, Article 129 of the Crim-
inal Code of Ukraine may be invoked in cases 
involving threats of murder or threats to cause 
harm to a person’s health or property. Article 
182 of the Criminal Code of Ukraine applies to 
the unlawful collection, storage, or dissemina-
tion of confidential information. Where an individ-
ual’s conduct amounts to incitement to suicide, 
Article 120 of the Criminal Code of Ukraine may 
be applicable (Criminal Code of Ukraine, 2001). 
It should be noted, however, that these provisions 
are invoked only in the most serious cases, where 
the consequences are clearly criminal in nature.

Judicial practice concerning cyberbullying in 
Ukraine remains limited. In most cases, incidents 
are classified under the general legal provisions 
governing bullying without distinguishing their 
digital dimension. This highlights the need to 
improve the legal approaches to the classification 
of such offenses, as well as to provide a more 
detailed specification of the defining character-
istics of cyberbullying within the relevant legal 
framework. Furthermore, the existing legisla-
tive framework fails to adequately account for 
the technical characteristics of the digital envi-
ronment, including perpetrator anonymity, the use 
of virtual private networks (VPNs), and tempo-
rary user accounts, all of which complicate both 
the collection of evidence and the identification 
of offenders (Criminal Code of Ukraine, 2001).

Overall, the Ukrainian legal and regulatory 
framework governing cyberbullying remains 
at an early stage of development and does not 
yet provide an adequate level of protection for 
victims of online bullying. There is an urgent need 
for a clear legislative definition of cyberbullying, 
effective mechanisms for identifying perpetra-
tors, and well-defined legal sanctions. It would 
be appropriate to amend the existing legislation 
by introducing specific provisions that take into 
account the distinctive characteristics of offenses 
committed within the digital environment, while 
also strengthening cooperation between pub-
lic authorities and digital platforms to ensure 
a prompt and effective response to such inci-
dents.

2. Foreign Experience in the Legal  
Regulation of Cyberbullying and Challenges 
in Counteracting it

Cyberbullying is a global phenomenon, 
and many countries have already introduced 
appropriate legal mechanisms to address it. 
The experience of foreign jurisdictions may 
serve as a valuable reference for developing 
an effective strategy to prevent and counteract 
cyberbullying in Ukraine, as it encompasses not 
only legislative measures but also educational 
and preventive approaches.

The United States was among the first coun-
tries to recognize cyberbullying as a distinct 
legal offense (US State Laws on Cyberbullying. 
StopBullying.gov., 2023). In the United States, 
the regulation of cyberbullying is primarily gov-
erned at the state level. For example, California, 
New York, Florida, and several other states have 

enacted specific legislation defining cyberbully-
ing as unlawful online conduct, including acts 
committed against minors in educational set-
tings. These laws require educational institutions 
to document and respond to incidents of online 
bullying, as well as to implement preventive edu-
cational programs for students. In many cases, 
perpetrators may be held criminally or adminis-
tratively liable, and their access to certain digital 
resources may be restricted as part of the legal 
response (US State Laws on Cyberbullying. Stop-
Bullying.gov., 2023).

In Canada, the Protecting Canadians from 
Online Crime Act was enacted in 2014 to directly 
address cyber-enabled violence and related 
online offenses (NetzDG – Network Enforcement 
Act, 2014). The Act establishes criminal liability 
for the non-consensual distribution of intimate 
images, a measure introduced in response to 
the growing prevalence of so-called «revenge 
pornography». Canadian legislation also provides 
for close cooperation with online service provid-
ers and digital platforms, enabling the prompt 
removal of harmful online content (Protecting 
Canadians from Online Crime Act, 2014).

Within the European Union, cyberbullying is 
addressed primarily in the context of child pro-
tection and digital safety. The European Union 
supports the implementation of the Better Internet 
for Kids (BIK+) initiative, which aims to create 
a safer online environment for children (European 
Commission, 2025). Many EU Member States, 
including Poland, France, and Germany, have 
enacted specific legislation or introduced amend-
ments to their criminal codes to criminalize online 
harassment, insults, defamation, and other forms 
of cyberbullying.

For example, in Poland, Article 190a 
of the Criminal Code establishes criminal liability 
for stalking, including conduct carried out through 
online means (NetzDG – Network Enforcement 
Act, 2017). The law also authorizes courts to 
prohibit offenders from contacting victims in any 
manner, including via the Internet. In Germany, 
the Network Enforcement Act (NetzDG), which 
entered into force in 2018, requires social media 
platforms to respond promptly to complaints 
regarding unlawful content by removing mani-
festly illegal material within 24 hours of receiving 
a complaint (NetzDG – Network Enforcement Act, 
2017). Failure to comply with these obligations 
may result in substantial financial penalties.

International practice demonstrates that effec-
tive prevention and counteraction of cyberbully-
ing require not only robust legislative measures 
but also educational initiatives and the active 
involvement of digital platforms in responding 
to users’ complaints. Many countries have also 
established national helplines, informational web-
sites, and online counseling services for children, 
parents, and educators to provide guidance, 
support, and assistance in addressing incidents 
of cyberbullying (UN Committee on the Rights 
of the Child, 2021).

Thus, foreign experience demonstrates that 
the legal regulation of cyberbullying should 
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adopt a multi-level approach encompassing 
criminal, administrative, and educational meas-
ures. Ukraine may draw upon the best practices 
of the European Union Member States and North 
American countries while adapting them to its 
national legal and social context. The introduc-
tion of a clear legal definition of cyberbullying, 
the establishment of liability for digital platforms, 
and the implementation of specialized preven-
tive measures constitute essential steps toward 
creating a safe and secure digital environment in 
Ukraine.

3. Directions for Improving the Legal Reg-
ulation of Cyberbullying in Ukraine

Despite the existence of certain legislative pro-
visions addressing bullying, including its manifes-
tations in the digital environment, the practical 
implementation of measures to prevent and coun-
teract cyberbullying in Ukraine continues to face 
a number of significant challenges. These difficul-
ties arise from both legal and organizational-tech-
nical factors, which complicate the identification 
of perpetrators, the collection and documentation 
of evidence, and the imposition of legal liability on 
individuals who engage in cyberbullying.

One of the key challenges is the absence 
of a clear legal definition of cyberbullying in 
Ukrainian legislation (Law of Ukraine «On Edu-
cation», 2017). This legal uncertainty gives rise 
to difficulties in the classification of relevant 
offenses, as cyberbullying is often conflated with 
other forms of digital aggression, such as defa-
mation, stalking, hacking, or the unauthorized dis-
closure of personal information. As a result, law 
enforcement authorities generally classify such 
conduct under broader legal provisions without 
taking into account the distinctive characteristics 
of the digital environment.

Another significant challenge lies in the tech-
nical complexity of investigating cyberbullying, 
particularly the anonymity of perpetrators (Law 
of Ukraine «On Education», 2017). Individuals 
who engage in cyberbullying may use fake pro-
files, temporary email addresses, virtual private 
networks (VPNs), and other tools designed to 
conceal their identities. Identifying such individ-
uals often requires the involvement of cyberse-
curity specialists, as well as cooperation with 
the administrators of social media platforms, 
messaging services, and other online platforms, 
many of which are based outside Ukraine. Con-
sequently, law enforcement authorities face 
substantial obstacles in collecting evidence 
and establishing the perpetrator’s guilt.

An equally significant challenge is the low level 
of legal awareness among victims, as well as 
among representatives of educational institutions, 
parents, and law enforcement officers. Many indi-
viduals are unaware that they have become vic-
tims of cyberbullying or do not know where to 
seek legal or psychological assistance (Hidenko, 
2021). Consequently, incidents of cyberbullying 
often fail to receive an appropriate response, par-
ticularly in cases involving minors who are reluc-
tant to report abusive behavior. In turn, school 
administrations frequently limit their response to 

formal procedures or disregard incidents occur-
ring outside the physical premises of the educa-
tional institution, despite their potential impact on 
students’ well-being (Law of Ukraine «On Educa-
tion», 2017).

In practice, another significant chal-
lenge is the insufficient coordination among 
the public authorities and institutions respon-
sible for responding to cyberbullying, including 
law enforcement agencies, education authori-
ties, child protection services, psychologists, 
and the courts. The absence of clearly defined 
response protocols, specialized response 
units, and standardized procedural guidelines 
often results in delays in the handling of cases 
and leaves victims without effective legal protec-
tion (Korniychenko, 2021).

An additional challenge is the rapid dissem-
ination of harmful content on the Internet. Even 
when a timely response is provided, such content 
often cannot be completely removed because it 
may already have been saved by other users or 
redistributed across third-party platforms. This 
significantly hinders the full restoration of the vic-
tim’s reputation and further intensifies the psy-
chological harm caused by cyberbullying (Cyber-
bullying – legal response mechanisms, 2021).

Overall, the effective implementation 
of the existing legal framework for preventing 
and counteracting cyberbullying in Ukraine is hin-
dered by a range of factors, including ambiguous 
legal provisions as well as technical and organ-
izational barriers. Addressing these challenges 
requires a comprehensive and systematic 
approach, including legislative reform, the estab-
lishment of specialized support and response 
services, the enhancement of public legal aware-
ness, and strengthened cooperation between 
public authorities and digital platforms (Cyber-
bullying – legal response mechanisms, 2021).

In light of the existing shortcomings in the cur-
rent legislative framework and its practical imple-
mentation, there is a clear need to improve 
the legal regulation of cyberbullying in Ukraine. 
The proposed reforms should be aimed at estab-
lishing a clear legal framework for the protection 
of victims while also enhancing the effectiveness 
of responses to incidents of cyberbullying (Min-
istry of Digital Transformation of Ukraine, 2021).

First and foremost, it is advisable to intro-
duce a statutory definition of «cyberbullying» as 
a distinct legal offense. Such a provision should 
reflect the specific characteristics of the digital 
environment and encompass the principal forms 
of cyberbullying, including online insults, blackmail, 
the dissemination of false or confidential informa-
tion, threats, and other forms of online intimida-
tion and harassment. A clear legal definition would 
not only promote greater consistency in judicial 
practice but also facilitate the uniform application 
of the law throughout the country (Cyberbullying – 
legal response mechanisms, 2021).

A further step could involve amending 
the Code of Ukraine on Administrative Offenses 
and the Criminal Code of Ukraine by introduc-
ing specific provisions establishing liability for 
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cyberbullying. The sanctions should be propor-
tionate to the gravity of the offense and may range 
from administrative fines and restrictive measures 
(such as prohibiting access to certain Internet 
resources) to imprisonment in particularly serious 
cases where cyberbullying has resulted in severe 
psychological or physical harm to the victim (Code 
of Ukraine on Administrative Offenses, 1984).

The active involvement of digital platforms, 
including social media networks, messaging ser-
vices, and online forums, is of particular impor-
tance within the system for preventing and coun-
teracting cyberbullying. The State should establish 
partnership agreements with major online service 
providers to facilitate cooperation in combating 
digital violence. Such cooperation would enable 
the prompt detection and removal of harmful con-
tent, the preservation of digital evidence for investi-
gative purposes, and the restriction or suspension 
of perpetrators’ accounts where appropriate (Euro-
pean Commission, 2025).

Furthermore, it is necessary to establish a uni-
fied online reporting system for individuals who 
have become victims of cyberbullying. Such 
a mechanism should provide users with a sim-
ple and accessible means of reporting incidents, 
uploading screenshots and other forms of digital 
evidence, facilitating the automated processing 
of complaints, and enabling direct communication 
with law enforcement authorities. The implemen-
tation of this system would promote a more rapid 
and effective response to cyberbullying incidents, 
strengthen public confidence in legal protection 
mechanisms, and contribute to reducing the inci-
dence of repeated online harassment (US State 
Laws on Cyberbullying. StopBullying.gov., 2023).

Preventive measures also play a crucial role 
in combating cyberbullying. It is essential to 
implement systematic public awareness cam-
paigns and educational programs for children, 
parents, teachers, and law enforcement officers 
focusing on safe Internet use, the identification 
of cyberbullying, and the available mechanisms 
for obtaining legal protection (Law of Ukraine 
«On Education», 2017). In addition, digital ethics 
should be incorporated into school and university 
curricula as an integral component of digital citi-
zenship education (UN Committee on the Rights 
of the Child, 2021).

The mechanisms for collecting statistical 
data and monitoring incidents of cyberbullying 
also require further improvement. The availa-
bility of comprehensive and reliable official data 
would enable a more accurate assessment 
of the scale of the problem, facilitate the identi-
fication of the most vulnerable groups, and sup-
port the development of targeted public policies 
and evidence-based preventive measures (Chu-
mak, Tsebinoha, 2018).

In conclusion, a comprehensive improve-
ment of the legislative framework, technical 
monitoring mechanisms, international cooper-
ation, and public awareness initiatives consti-
tutes a fundamental prerequisite for the effective 
prevention and counteraction of cyberbullying 
in Ukraine. The implementation of the proposed 

reforms will contribute to strengthening informa-
tion security, enhancing the protection of citizens’ 
rights, and fostering a safe and secure digital 
environment (NetzDG – Network Enforcement 
Act., 2017).

Conclusions. The study has demonstrated 
that cyberbullying is a complex and multifaceted 
phenomenon that has emerged as a conse-
quence of the rapid development of digital tech-
nologies and the globalization of the communica-
tion environment. It poses a significant threat not 
only to the psychological well-being of victims but 
also to their information security, right to privacy, 
and personal honor and dignity. Cyberbullying 
is particularly dangerous for children and young 
people, who constitute the most vulnerable group 
within the digital environment.

The analysis of Ukrainian legislation demon-
strates that the current legal framework contains 
only fragmented provisions governing bullying 
in general, without distinguishing its digital form. 
The absence of a clear legal definition of cyber-
bullying, the fragmented nature of the relevant 
legal provisions, the limited body of judicial prac-
tice, the technical difficulties associated with iden-
tifying perpetrators, and the low level of public 
awareness constitute the principal factors hin-
dering the effective prevention and counteraction 
of this phenomenon.

International experience demonstrates that 
the effective prevention and counteraction 
of cyberviolence requires not only legislative 
reform but also the active involvement of digi-
tal platforms, the implementation of preventive 
measures, and the development of comprehen-
sive support systems for victims. Ukraine has 
significant potential to draw upon the best prac-
tices of the European Union, the United States, 
and Canada and to adapt them to its national 
legal and institutional context.

Thus, the effective prevention and counterac-
tion of cyberbullying requires a comprehensive 
and systematic approach that integrates legal, 
technical, and educational measures. The imple-
mentation of the proposed reforms will contrib-
ute to strengthening digital security, enhancing 
the protection of citizens’ rights in the online 
environment, and increasing public trust in digital 
technologies as an integral component of con-
temporary society.
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